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Marko Paloski, ISOC Alumni: Hello, everyone. Welcome to the Alumni Virtual 

Workshop on Encryption, Practical Steps to Advocacy. Today, I will be the moderator of 

this session. I'm Marko Paloski, Internet Society Alumni. , Before we start I would like to 

introduce the panelists, we have three of them.  

First, I would like to introduce Sharon Polsky. She is the President and CEO of Privacy 

and Access Council of Canada. She has been leading voice in promoting access to the 

information, data protection, and privacy rights in Canada. Sharon has been recognized 

as a speaker and author on privacy, data protection, technology and surveillance. She 

has also been instrumental in establishing the Privacy and Access Council of Canada as 

the certifying body for access and privacy professionals in Canada. The Privacy and 

Access Council of Canada is an independent non-profit and non-governmental 

organization committed to providing access to information, data protection and privacy 

rights in Canada, engaging in outreach efforts to advance awareness about access, 

privacy and data protection, believing that the best route to provide privacy, and to 

organizational accountability and privacy compliance, is through greater awareness of 

rights, responsibility and regulation. It also offers a credible certification program based 

on the national standards of competence, professionalism, and proficiency in the field 

of information, privacy, access to information and data governance. 

Our next speaker isAdrian Alberdi, part of Cibervoluntarios Foundation, serves as expert 

on encryption. It is one of the most trusted cyber volunteers. Cibervoluntarios 

Foundation is a non-profit entity made up of social entrepreneurs whose vision is to use 

the technologies as a means for social innovation and citizen empowerment. They aim 



to alleviate social gaps and generate social innovation through the use of information 

and communication technologies. The organization believes in the potential of 

technology as a means to stimulate creativity, commitment, and the desire to share and 

use this potential to generate innovative and humanistic solution to various social 

challenges. 

Last but not least, I want to introduce our Internet Society alumna, Saba Tiku. Saba is 

young advocate for digital transformation with a background in electronic 

communication engineering. Her professional background goes from web development 

to IT management, working in both non-governmental and private organizations. As 

Generation Connect youth envoy at the ITU, she's passionate about promoting digital 

transformation by sharing her perspectives. She's also a 2022 IGF Global Youth 

Ambassador for the Internet Society, promoting Internet governance and digital 

transformation to young people through mentoring and coordinating youth initiatives. 

Currently, Saba is pursuing an internship at the International Telecommunication Union 

regional office in Africa, as a Junior Project Officer, where she's responsible for 

supporting various related project to ICT development and digital transformation in 

Ethiopia. Additionally, she leads the ITU youth network that aims to empower young 

people to take an active role in the shaping of the future of ICT in Ethiopia. 

With this, I can maybe go directly to the questions and open the panel. The first 

question goes to everyone. 

So it is, How does your organization align its encryption advocacy efforts with the 

Internet Society principles for an open, globally connected, secure and trustworthy 

Internet?  

Sharon Polsky, Privacy & Access Council Canada: Well, I will lead things off then. As 

you mentioned, Marko, the name of our organization is Privacy and Access Council of 

Canada, and although initially it was primarily in Canada, the reach has extended, and 

that's fine because the issues are global. Our organization is focused on providing 

greater information to its members who are the people, the DPAs, the data protection 

officers, the data protection authorities sometimes, educating them and the rest of 

society, not only about privacy and access rights and responsibilities, but about the 

whole spectrum, which, of course, includes encryption. 

So, that's why a big part of what we've done in the outreach area is educate people that 

privacy is not just a matter of complying with a piece of legislation, whether it's the 

GDPR in Europe, or a particular piece of legislation in Canada or anywhere else. It 

encompasses a whole lot of things, whether it is law or the technology, and 

understanding what the technology is. And they have to understand, to be able to do a 

proper privacy impact assessment, understanding that encryption is a fundamental 

necessity to be able to provide privacy, because without encryption, we don't have any 

privacy. Really, it's entertaining to me sometimes to talk to the legislators who, one after 

the other, they don't understand any of this.  



I'm not kidding. I've spoken before Canadian parliamentary committees, federally and in 

various jurisdictions across the country, a number of times and one after the other, the 

lawmakers, they don't get it. The questions that they ask, the comments that they make, 

they're all about protecting children, and I get that. I have children, I understand the 

importance.  

In 2012, the legislation they tried to put through, they referred to as 'lawful access'. 

Other people called it 'awful access'. The objective there was to have good legislation so 

the police could do what they need to do. And I get that. There's police in our family. I 

understand what they need. 

But the lawmakers insisted that they were capable of having technology companies and 

developers create technology that would only allow the police in and the good guys in, 

but it wouldn't let the bad guys in. And the comments... it actually got one member of 

parliament laughed out of Ottawa, our capital, and he put his tail between his legs and 

went away. 

They keep trying, they haven't managed to yet. The problem is, now there is an 

international effort between Canada, the UK, the EU, Australia, and the United States. 

They are all launching laws that fundamentally will require encryption to be broken. 

Therefore, everybody's privacy will be at risk, including the very children they say they're 

trying to protect.  

So, that is what we do, is not only educate our members and the greater broader public, 

but also the people who are writing these laws, so that they understand the impact and 

the unintended consequences of what it is that they're doing.  

Marko Paloski, ISOC Alumni: Thank you, Sharon. It was nice when you mentioned 

about how they are seeing and that they are not really understanding, because I had 

similar experience in my country. 

Also, when I was talking, they want to say that they understand, but, in reality, they 

don't understand what we are talking, or what is the big picture in the end on the 

context of the legislation. I would give the floor, Adrian, maybe, or Saba?  

Adrian Alberdi, Cibervoluntarios Foundation: Yeah, I can go for sure. Our foundation 

is a little bit smaller, so we had a little bit less impact, but we still align on the education 

of the broader public and within the organization. We organize multiple classes and 

workshops to extend the knowledge on ciphering, or encryption. And we also 

participate as part of TrustAware, uh European funded project for the defense of the 

consumer rights in the Internet. 

The part of Cibervoluntarios is more related with the testing and design of the user 

requirements, so we are basically asking the questions and trying to understand what 



the needs for encryption are, to explain it to the people who are paying for it, so the 

European Union, as part of this project. That would be a little bit our...  

Well, of course, we participate on the Global Encryption Coalition, by organizing 

activities around the encryption, and again, teaching and educating the people on why 

they need encryption and protecting their privacy and data. 

Marko Paloski, ISOC Alumni: Okay. Thank you very much. Saba, do you want to add 

something here?  

Saba Tiku, ISOC Alumni: Thank you, Marko. Yes, just to add a few things on this 

question. Well, I'm part of the Alumni Network, so I will speak on behalf of that. We all 

know that the Internet Society is really committed to promoting the organization's 

principles for an open, globally connected, secure and also trustworthy Internet. So, as 

part of this commitment, the Alumni Network aligns its encryption advocacy for this 

principles as well. For example, we advocate for an open standard in protocols that 

really enables encryption to be implemented across different kinds of platforms, across 

different kinds of technologies, and we also recognize that. encryption is a global issue, 

and we work to promote it, its policy, and also its practices, that are really aligned with 

those human rights principles, and that can be also implemented in a broader aspect. 

Yeah, we also advocate for strong encryption policies, as well as standards that can 

really protect against cyber-attacks, and also against other kinds of security threats. 

So, yeah, our advocacy in general, it aims to ensure that these kind of inclusion 

technologies are really developed and deployed in the way that supports our mission of 

a globally connected, secure and trustworthy Internet.  

Thank you. Over to you, Marko.  

Marko Paloski, ISOC Alumni: Thank you, Saba. Thank you everyone for the answers. 

The next question that I would like to ask is, How does the encryption contribute to the 

broader context of digital rights, privacy, and also the Internet Society vision for Internet 

for Everyone, some kind of perspective from this one. 

Adrian Alberdi, Cibervoluntarios Foundation: Well, this time, I'm going to jump in. I'm 

a cybersecurity expert in my company, I work as a volunteer in the Cibervoluntarios 

Foundation. 

Well, the access to the Internet. Of course, the Internet that we want is a free Internet 

where our expression is not changed, or used by corporations. Our encryption, besides 

the protection of data, also allows the identity of the data to be protected. If encryption 

can be broken, the information can be changed. 



 Of course, all these issues that we had with fake news, elections, and so on is going to 

always be affected by weak encryption. I think a very good project is the Mozilla 

Foundation is doing a very big effort to increase the encryption level on the broader 

Internet as part of their protocol analysis, and I think this is something very interesting. 

I've been reading about it for a while, and I see that they are also part of the Global 

Encryption Coalition, and I think their project is very interesting. Of course, the stoppage 

of these fake news, or modified news, could help more people to use the Internet as 

well. 

Encryption should be always seamless, because if we need to learn too much about 

encryption to be able to use it, it's going to block the access of everyone to the broader 

Internet and to secure, trustworthy Internet. I don't know if anybody... well, please go 

on.  

Sharon Polsky, Privacy & Access Council Canada: Well, I'm going to not challenge 

you, but continue from what you've said. 

I agree. Encryption absolutely necessary, and making sure it's locked down, to protect 

people, certainly, but when you say that it's important to be able to protect against 

misinformation, disinformation, it used to be called propaganda, but now it's the 

language has changed. It's the same thing. The question is, who gets to say what is 

misinformation or disinformation, and that is very political, and we see that in Canada 

right now, and in other countries, where the legislation that is coming in is to protect 

Canadians, to protect everybody on the Internet from misinformation and 

disinformation, but the question is, who decides?  

Fact checkers, as they're called, they often show their own biases, and some of the laws, 

like one of them in particular federally in Canada...We have in Canada a Charter of 

Rights and Freedoms, that says that we are supposed to be protected against 

government overreach into our lives. It's not absolute, it can be infringed upon. We are 

supposed to be able to be protected from unreasonable search and seizure, from all 

sorts of [violations of] fundamental human rights.  

Privacy is not specifically listed in the Charter, but it is referred to it is a right, and our 

Charter is similar to the U. S. Constitution and Bill of Rights. So, if you hear of 

'amendments', that sort of thing, it's similar. We have a [Charter] right to free 

expression, like the American [right to] free speech. 

So, the way the laws are being written, it's not going to stop Canadians from exercising 

their right to free expression, which is, again, not absolute. It stops at the point of being 

hate speech, and that is something our Supreme Court defined years ago. You can say 

what you want, you can disagree, you can express your opinion, you can express your 

viewpoint, pound your keyboard and post it, but we don't really have the right to have 

our expressions consumed.  



So, these laws aren't going to affect our right to free expression, because they will 

require the platforms to monitor absolutely everything to be able to detect child sexual 

abuse material, and comments that could, at some point in time, somewhere in the 

world, offend somebody. Not somebody that I made a remark about or to, just 

somebody happens to read a post that I made and they are offended. 

Or, if somebody who is looking at my comments and judging whether it's offensive, 

whether it's misinformation, whether it's disinformation, they decide somebody 

somewhere at some point in time might be able to be offended. Therefore, the 

platforms will be required not only to break encryption to see what the content is, the 

platforms will be required to block it,. 

And the platforms are not Canadian, they're primarily American or European, because 

Canada relies on others for this sort of thing. So, it's a very convoluted way of saying, 

there's a danger in this idea of somebody else deciding what is okay for me or you to 

read or hear or say,  

Adrian Alberdi, Cibervoluntarios Foundation: Oh, yeah, sorry, then I mispoke in this 

case. I completely agree with you on the way the platforms are going to moderate, big 

air quotes around that word, it's going to be hell on itself.  

I was meaning that the encryption itself is going to provide the... well, should always 

provide the identity of the person who is encrypting that information, so, at least you 

can ensure the integrity of that information from the writing point to the consumer 

point. If the platform can decrypt that, and break the encryption, they could change 

anything and say and make that person say whatever they wanted, which is also very 

scary because they could just quote us right now saying the complete opposite of what 

we are saying, and, if the encryption was broken, it could be completely identifiable with 

us, and we could not say the opposite, which is also a very scary thought.  

But yeah, I completely agree. The moderation? That I think it deserves its own debate. 

The companies doing that moderation, unregulated, it's something that really scares 

me, to be honest.  

Sharon Polsky, Privacy & Access Council Canada: But it's also the very same 

companies, not only that have developed and promoted the technology, and I'm 

thinking here, particularly most recently, about artificial intelligence. They are the same 

companies that are getting together and saying, "Oh, here's the list of critical AI risks."  

Here, we have joined together. We are the ones that are going to designate what is a 

critical risk, what should be done about it, what the laws should say, how it should be 

regulated. Well, they could have done that at the beginning when they were starting to 

develop it and promote it, but now they're going to present themselves as the regulator 

as well. I find that very, very problematic, and I'm very vocal about it, not only in my role 



as president of the Privacy and Access Council of Canada, but I also wear another hat, a 

couple of other hats.  

I've been a privacy consultant for many years, and I do a lot of writing and public 

speaking, and because I don't have a job, in my consultancy, I own the company, so I 

can't be fired. That affords me some latitude in what I can say. I don't have to answer to 

a boss who's going to say, "What you said isn't in line with our company values, so 

there's the door." I can say things that a lot of people can't [but that need to be said]. 

And, I do speak out as much as possible to educate. It's not just to a Canadian audience, 

it's very much to an international audience, because the Internet is now a vital utility, it's 

a public resource, and to have somebody or another, whether it's a company or an 

individual or a government, saying what can and cannot be said, done, consumed... 

Yes, it allows the bad guys, the opportunists, the hackers and everybody else, it gives 

them a platform and a mechanism to do what they want to do. But, locking it down, 

breaking encryption to guard against that relatively small sector, has dangerous 

implications for everybody else, particularly anybody who's interested in maintaining 

democratic freedoms. 

Marko Paloski, ISOC Alumni: Thank you very much. I mean, you open very different 

topics that are [inaudible] for different sessions, they are apart from regulation, as you 

mentioned. Yeah, it's scary when we talk about like this. But yeah, that's become a little 

by little reality if we do not do anything in the future, or advocate for those kinds of 

things. 

I don't know if Saba wants to add something to this question.  

Saba Tiku, ISOC Alumni: Yes, Marko, just to add a few things. This encryption is like a 

fundamental component of digital rights, the same privacy, and it's really plays an 

essential role in the Internet Society's vision of The Internet for Everyone. Yeah, so it's 

like a powerful tool for protecting digital rights, such as freedom of expression, and also 

privacy, as Sharon said earlier. 

 It also enables us to really communicate and share information without fear of being 

tracked. This is important for some vulnerable groups, such as, for journalists, for 

activists, especially, and so on, who may face censorship for their online activities 

sometimes. 

 It's a critical component of cyber security as well, as it may prevent some unauthorized 

accesses to some sensitive data, and also it may protect against cyber-attacks and other 

security threats as well. So, yeah, we contribute to ensuring that the Internet is a safe 

and a secure environment for everyone by really using this kind of robust encryption 

methods and standards at the Internet Society. 



Just to add a few things. Thank you. Over to you, Marko.  

Marko Paloski, ISOC Alumni: Thank you very much, Saba. The next question is more 

what we already tackled on a little bit in the previous two questions, it's, do we have any 

success story, or success... how can you say? Accomplishment with, or milestone with 

our organization, or with us as an individual, in the field of encryption advocacy? 

Something with the Internet, maybe policies, practices, or in some other cases, 

initiative? 

I think Sharon also mentioned that she was doing her writing, raising the voice, let's say 

awareness. Do you have any success story, when you have done something, or the 

organization done something, that changed the policy, maybe the initiative for some 

practice in the environment, and also in the Internet as a global, because everyone use 

this Internet, and also, as we mentioned, you're coming from Canada, but the platforms 

are from America, but they are also using the whole around the world. I mean, we don't 

have... mostly are coming from the United States, but still.  

So, do we have any success stories or some accomplishments that we think we change 

something with our activism or advocacy about encryption? 

Sharon Polsky, Privacy & Access Council Canada: It's hard to say that there is large 

success, because there's a saying, follow the money. We are a small volunteer run 

organization. We don't accept any money from government. We don't apply for money 

from government. We, you, are working against the multi billion dollar, multi trillion 

dollar budgets that Apple, Meta, Google. The multi trillion dollar cyber crime industry. 

The multi trillion dollar data brokerage industry. We're working against some very well-

funded organizations that have very clear objectives, improving their bottom line. Our 

privacy, and how to protect individual privacy, is not their concern. Breaking encryption 

to be able to provide themselves with more information about us so that they can 

market and improve their bottom line, that's what they're concerned about.  

So, it's a matter of looking at the small successes. We have participated in, over the 

years, many coalitions between civil society, industry groups, advocates, [and] some 

politicians involved in many of these efforts to raise awareness. Also, by participating in 

international coalitions, it sends a signal that the UK Online Safety Bill is not just a UK 

issue; it will affect everybody globally. It will affect the rights and freedoms and the 

Internet accessibility of everybody. So, we get involved in these international efforts as 

well. And we know that, slowly, it makes an impact, one by one by one.  

I've spoken, as I said, to various legislative committees of Parliament over the years, and 

at conferences, and people will come up to me afterwards, I kid you not, and thank me 

for... I said, I can be very open about these things. I was invited to speak at a national 

conference a couple of years ago, it was all judges, lawyers, some very, very, very senior 

members of the judiciary, and I said something along the lines of, "You're very well 

educated, you're worldly, you're wise, but if you don't understand the technology, if you 



don't understand the privacy laws, if you don't understand how a back door works, if 

you are ignorant about this, then when the police write up a request for a warrant [and] 

you don't know enough to ask the tough questions that have to be asked and answered, 

[then] you don't know if the answer you're getting is a real answer, or if they're giving 

you baloney answers, just so that you'll sign off and give them the warrant." 

The senior-most judge, the host of the whole event, came to me at the end of the day, 

and he apologized. I said, "What are you apologizing for?" And he said, "I hadn't been 

able to come to you sooner in the day, to thank you for your remarks. You're absolutely 

right." 

Right now, judges in Canada... When they are appointed to the bench, they have to, 

within the first five years of becoming a judge, have to take two courses. One is on 

family law, one is on criminal law. That's it.  

So, by having these conversations, and being able to talk with members of the bar and 

the bench, lawyers and the judges, and explaining it to them that they are ignorant, not 

stupid. [I'm] not saying they're stupid, they're not, but they're ignorant about this stuff, it 

opens their eyes to the need to learn more about it.  

And I've done the same thing with lawmakers as well. And, you know,when one of them 

looks at me, and square in the eyes on a zoom call about a year and a half ago, and I 

said, "This law that you're you want to put in, it's going to require the platforms to break 

encryption. That's going to destroy everybody's privacy, including the children and me 

and you, so your private parliamentary discussions are not going to be able to be 

private. " She comes from journalism, [and] she looked at me and went, "I don't think 

that's how it works," and changed the subject.  

That's why I say, it's one by one. It's a slow, steady effort that we cannot stop. I don't 

care how difficult it is, we have to continue.  

Marko Paloski, ISOC Alumni: Yes, thank you very much. I totally agree, and I didn't 

mention that must be some big success or accomplishment. Of course, the small steps 

makes the bigger picture, and the road that we need to go, and it's not easy, but yeah, 

as you mentioned, we must go in that direction,  

Saba or Adrian, do you have some... depends how you see, success stories, but some 

accomplishment, let's say that, go in this direction with advocating encryption? Thank 

you,  

Saba Tiku, ISOC Alumni: Marko. Just to add a few things on ISOC's work in terms of 

encryption advocacy. So ISOC has published a number of reports, and also papers, on 

the importance of the encryption. It has also organized a number of events, workshops 

like this one, on encryption advocacy. It has also worked with government and also 



other organizations to promote strong encryption policies, just to mention a few ones. 

There is also an encryption day being celebrated each year at the Internet Society. I 

remember last year I was the Youth Ambassador for the Internet Society, last 2022, and 

I remember one project was being done by some of my teammates, the title was related 

to an encryption initiative, and really the Internet Society was supporting the completion 

of that project, as well as it's continuity, and I believe that it's the work of Internet 

Society, in terms of in terms of advocacy, has had a significant impact on Internet 

policies as well as practices, and It has helped to raise awareness of the importance of 

encryption, and also the free spaces. 

There is also an Internet Society website, like a learning website, and there is also an 

encryption course where everyone can go and learn more, be equipped on what 

encryption is, and also to continue their advocacy in terms of this. 

Marko Paloski, ISOC Alumni: Thank you very much, Saba, that you updated us with all 

those resources and stuff that Internet Society provides for encryption. 

Adrian, if you have something, you can share. Of course, if you don't have any kind of 

success stories, it's still... 

Adrian Alberdi, Cibervoluntarios Foundation: Well, of course, compared to my 

colleagues, I, we don't affect that big of a range. We are, I think, a smaller foundation, 

and we are mainly focused on the education of the broader public. 

So, one thing we always make sure is to focus every workshop or talk that we do, in high 

schools, elderly houses, or any other center, we always include a section on encryption 

and security, because, as we all understand, it's one of our most impacting issues, but 

yeah, we don't have such an impact, I have to say. 

Marko Paloski, ISOC Alumni: Thank you for sharing that, and yeah, it depends on the 

organization, the environment, and, of course, the work, different organization has 

different impact, that's okay. My last question, What do you recommend or give as 

practical steps for individuals, organization, to take more on those kind of issues, 

tackling down the encryption, so they can support this kind of advocacy. 

For example, we here are part of Internet Society Alumni group. So, if someone is willing 

to take action, or he's in encryption doing something, but what it's recommended steps 

that they should follow, or do in the near future, so they can get more engaged, or go to 

the, how can I say, the right path or something like that? 

What are your recommendation for someone who is starting to advocate in this 

encryption part?  



Sharon Polsky, Privacy & Access Council Canada: Happy to start the list. My 

suggestion would be, don't focus only on encryption, focus on how encryption [affects 

other things]...  

Make it personal. That I find... I used to teach at university for 15 years, and I would 

always make the lesson personal, because, otherwise, it's just abstract, it's meaningless 

to the individual. Put it in terms of how it will affect them, their children, their parents. 

Make it personal, and then the light bulb goes off. It's like, "Oh, yeah, if somebody else is 

listening to my conversation..." 

 Adrian, I'm thinking of you, you're in Spain. I went to Barcelona a few years ago and the 

luggage tag that I have on my suitcase [has] a yellow ribbon, and on it, it said, 'Support 

the Troops'. That's when Afghanistan was going on, and there was a lot of young 

soldiers there. On one side, it's the Canada flag, and behind it is my information slipped 

in on the other side. It's got a yellow ribbon. I get to the airport, take my bag off the 

carousel, and all the zippers are open. Like, what's going on? Open it up, someone has 

gone through it, they've taken off the locks, could not figure it out. 

I get into the city, and I see all over the place is yellow ribbons painted on buildings, on 

the streets, on the sidewalks, that appears to be the symbol for the Catalan separatist 

movement. And that was just after there had been police raids and there were political 

prisoners. It was a very, very hot issue there. I suppose somebody might have thought I 

was a separatist.  

If they did, my communications, without encryption, I am in danger. It puts people's 

lives in danger. When you put it in personal terms like that, the light bulb goes off.  

And, I think it's important to do it for the politicians, and not only them, but the 

bureaucrats, the civil servants that do the research, that feed the information to the 

people who say, yes, this is the law that someone else in my office wrote up, but this is 

the law that we need.  

 So, don't restrict yourself to one narrow area. Focus for your career, sure, but make 

sure that it includes all these other areas, and that you understand these other areas, 

and how they interact, because encryption is not by itself, it has tentacles that reach 

everything. 

That's my fundamental suggestion, because without that education and making it 

personal, nothing's going to change for the good.  

Marko Paloski, ISOC Alumni: Yeah, it's very, very powerful, and also what you brought 

is make the story to them, how they will be affected, because in that way they will 

understand how they will be in danger maybe, or with going to this one. 



Thank you very much for sharing that one. Anyone else? Adrian, Saba? 

Adrian Alberdi, Cibervoluntarios Foundation: Yeah, so, I'm going to steal one 

message from the meeting set. I think it encapsulates very well one very important 

thing, and here is very well represented, is associate, join people who already know, 

learn from them, learn how things are done, and continue upon their work, or split, 

maybe you don't agree with their way of doing things or something, but always learning 

and seeing other people, and not feeling completely alone, working on this or any other 

course. it's always much helpful. Of course, I think Sharon said it, educate yourself,with 

encryption and everything else. 

I think encryption is just a very small piece on a very big puzzle, also encryption is super 

complex as well, because you have encryption of transit, encryption on servers, 

encryption on local, all of them need to be encrypted or not. It's also important to know 

what information is... 

There are certain things that you might want public, for example, a publication on a 

website. Well, maybe you want that public or not, but you have to always understand 

that what information isn't, why it should be encrypted, of course.  

Sharon Polsky, Privacy & Access Council Canada: But, you should have the choice 

whether a certain item is encrypted, whether a certain item, when it's an article or 

information about yourself, is available. Each of us should have that control and that 

choice. It shouldn't be done by someone else on our behalf, because what makes their 

choice about us more valid than our own.  

Adrian Alberdi, Cibervoluntarios Foundation: Oh, of course. But, at the same time, I 

see a lot of people that jump on the other side, and say that they want absolutely 

everything fully encrypted and everything, and that is also counterproductive at some 

point, because you need certain things to be half public or half private, or you need to 

understand very well what level of encryption you want on everything. But, I completely 

agree, you should have the choice, not the choice be made for you.  

Sharon Polsky, Privacy & Access Council Canada: I agree. And the problem is, I think 

when people say, Oh, everything should be encrypted or nothing should be, do they 

actually understand the issues and the technology? 

I mean, they don't have to be encryption technologists, they don't have to understand 

the technology intimately, but they have to understand enough to make an informed 

opinion, and, all too often, they don't.  

Because, at least in Canada, there never has been any real education about technology 

or privacy laws and rights and responsibilities. It's a matter of, kids go to school, they're 

told, here, use the computer, this is how you take a copy of something, this is how you 



use a graphics program. Are they taught about copyright infringement, or intellectual 

property rights, or privacy? No, it's just used that it is a tool, and the education they get 

is from the media, which in many cases appears to be biased, so the opinions they form 

are not well informed opinions. The education, starting from kindergarten, from the 

youngest grades, that has to start.  

Marko Paloski, ISOC Alumni: Yeah, I want to hear that. Yes, also not just the politician, 

but also the public is not always aware of what encryption means. In the previous 

webinar, when we hit on encryption, I was discussing one case in Macedonia that 

happened, it was like there was one, on telegram, some chat room where they were 

sharing pornographic images and pictures from girls and everything. In the end, it was 

solved after two months. But, the government came and said that, if we didn't have the 

encryption and those kind of stuff, it would be much more easier to solve the problem, 

and, of course, the public now, not everyone, but most of them, because they only read 

the news, or they are not willing to get more information about how it works, 

understand that encryption is not that good in those kind of cases, and that it's better to 

have no encryption at all, or nothing. So, yeah, I agree that education and raising 

awareness is very important in these cases for both sides, not just the politicians. 

Saba, if you want to add something, because we have some hand from James, I will 

open the floor. But, if you have something to add, I will give the floor first to you, then to 

James.  

Saba Tiku, ISOC Alumni: Thank you, Marko. Just to add a few things to what Sharon 

has said. Indeed, I totally agree on educating, the most important thing you do is to 

educate yourself about what encryption is, so what its importance is. 

As I've said earlier, there are many resources available online, such as the Internet 

Society learning platform, and also other online platforms, so you will be equipped to 

advocate for a strong encryption, especially on policies and also the practices as well, 

and also you can share different kinds of information with your colleagues, and also 

friends, participate in online forums, participate in encryption day, and also other kinds 

of platforms, maybe at a chapter level, as an Internet Society chapter, or at many other 

events as well, and also speak about the support of these kinds of policies and also 

practices as well. 

So, if you are an organization, if you'd like to promote this encryption advocacy, you can 

also make a donation. You can support this kind of advocacy initiative for encryption by 

making a donation, or you can volunteer your time, and also you can volunteer as giving 

your expertise to help these kind of initiatives that are focused on encryption.  

Another one is, participating in policy discussion as well as debates about encryption, 

and also other digital rights issues. For example, we can take IGF. There are many 

encryption sessions that take place at the IGF. You can also be part of that one as well. 



So, it's like you can engage with policymakers as well as the government officialsin your 

area in that way. 

So these are just to add some of the practical steps. Thank you. Over to you, Marko.  

Marko Paloski, ISOC Alumni: Thank you, Saba. now I would give the floor to anyone 

who wants to ask question. First one is James. James, over to you.  

James Kunle Olundare, ISOC Nigeria: All right. Thank you very much, Marko. My name 

is James from Nigeria. I'm the current Acting President of Internet Society in Nigeria. So, 

thank you for bringing this discourse, I think it's a very good one, and, for me, I think it's 

supposed to be a continuous conversation. It's something we need to talk about every 

time. 

Thankfully, it's relevance is becoming more and more obvious every day, considering 

the fact that the technology are developing at a very rapid rate, and the need for us to 

be conscious of our data is becoming very obvious. So, for me, I think it's something we 

need to look at. 

If you look at the chat, earlier on I put a comment there that, for me, I think encryption 

is supposed to be like a fundamental human right. Why am I saying that? I'm saying that 

because it's just like looking at this analogy, oh, okay, I'm in my house, talking to my 

family, and probably maybe somebody is eavesdropping on my conversation at home. I 

don't think I would like that. I think it's really wrong for somebody to come around and 

be listening to my conversation. That analogy can be transferred to even the digital 

world too, even in the cyber space. If I'm sending an email, I do not expect somebody to 

try to drop on my email, to know what my email is all about, and so on and so forth, so I 

think it's a conversation that we should have every day.  

Knowing fully well that, all over the world now, jurisdictions are coming up with issues 

that has to water down on encryption, and this is something that may not be too okay 

for us as individual, because, for instance, if I send an email that has to do with maybe 

personal stuff to let's say my family member, I want that conversation to be kept within 

my family circle, I will not want it to go out, so these are reasons why we should ensure 

that encryption stay, and, for me, I think it's a good thing that we are having this 

conversation now.  

Remember last year we had Encryption Day celebration of awareness 2022, in which my 

chapter actually partook, so we look forward to, having something like that this year 

too, and even more programs, which of course we create more awareness over and 

over again.  

Then I also want to agree with Sharon Polsky, when she said that, okay, we really need 

to know what we are going into when we talk about encryption, and, perhaps, what 



needs to be encrypted and what not to be encrypted, however, the baseline is that, 

okay, fine, it's my right, and, like Sharon Polsky said, I should be able to say, okay, I'm 

encrypting this because I want it to be private.  

I think this supposed to be one of those things that should be evenintegrated to 

whatever regulation, legislation, that is coming up of data governance, and so on and so 

forth.  

Thank you very much for giving me this time to make my own contribution. I drop the 

microphone for now.  

Marko Paloski, ISOC Alumni: Thank you, James. Thank you for your comment. I will 

give the floor now to Athanase.  

Athanase Bahizire, ISOC YSG: Thank you. Athanase Bahizire from the ISOC Youth 

Standing Group, and I'm also a Youth Ambassador for 2023. Okay, so we were 

discussing advocacy and how we should keep the voice, like raise awareness. 

 One thing Sharon mentioned here, we should raise awareness as well to the decision 

makers and the lawmakers. This is more happening in our continent where regulations 

are coming everywhere, like now you will see in my country, they are ratifying some 

laws, and it's happening all around Africa now, but sometimes they do not really relate 

to what we want to achieve. Sometimes they tend to be some copy of regulations that 

have been made in the West, like in Europe.  

So, yeah, I wanted to know how we can really... Like, be specific when it comes to 

advocacy to make sure that, even if steps are being taken, to make sure that they are 

relevant to our needs. 

Thank you, that's my question.  

Marko Paloski, ISOC Alumni: Thank you for the question. I would say maybe to get to 

Nicolas also, and then answer the question, and we can wrap up because we are on 

time right now. So, Nicolas? 

Nicolas Fiumarelli, ISOC Alumni: Yes, very quickly. Hello everyone, Nicolas from the 

ISOC Alumni network. Yes, my question, or maybe my comment, is about other kind of 

technologies that maybe were not addressed in the panel, about, for example, quantum 

resistant algorithms, right? Because we are seeing, for example, at the IETF level, the 

Internet Engineering Task Force, that is part of ISOC founded way of doing this multi-

stakeholder... 

But, it's the theory, right? You were mentioning about different policy documents, or 

statements, that are around the world, like the Online Safety Bill, we have from the 



Netherlands, we have from US, from the Senate, so different documents around the 

world, talking about the cyber security recommendations or sometimes requirements. 

But that is the issue, these are not requirements, these are sometimes 

recommendations, especially in the Global South. We have seen in the policy 

documents, in several researchers in the Internet Standard Security Stability Working 

Group at the IGF, they see that there are like a few of the issues that were covered at 

the theory level, at the IETF level, regarding IoT devices, you know, Internet of Things is 

like a billion of devices for the next year.  

So, that is the gap we need to solve, I think, in my opinion, personal opinion. And yes, 

what about these quantum system algorithms that are being used, for example, at the 

DNSSEC level? We have seen at the RPKI level, so for the Internet critical infrastructure, 

that is solved, but what happened with the ICT, government, and different services 

around the world, platforms, et cetera, they are not regulated in the same piece of this, 

a critical, core Internet protocol? 

So, what I mean is that It's a need for standardizing in the ICTs, and in the platforms, 

about, by default, this kind of security, not only about encryption, but also, as you 

mentioned, user empowerment or education or labeling systems, software updates in 

the case of the Internet of Things. So, there are detailed things that need to be 

addressed in order to this ecosystem to be stronger, right?  

So, thank you for the opportunity to talk, and don't waste so much time for this part. 

Thanks, Marko.  

Marko Paloski, ISOC Alumni: Thank you, Nicolas. Now, I would, let's say, give the 

answer to these questions and we can wrap up, I think, because we are right on time. 

Unfortunately, Saba must already left, I think. Yes, she write me that she has another 

meeting. So, I will give the floor to Sharon or Adrian, if they have some answers for the 

questions.  

Sharon Polsky, Privacy & Access Council Canada: Well, I'll jump in here. Nicolas, you 

talk about regulation, you talk about standards, standardization. You're right, there are 

no proper regulations. There's certainly nothing global. There's international free trade 

agreements, that sort of thing, and legislation working against us. I think the most 

important thing is get involved, because a lot of people sit and... we talk amongst 

ourselves.  

We already know what the issues are. We need to get involved in things like standard 

setting organizations, whether it's the ISO, or Kantara in the States, or the Digital 

Governance Council in Canada. There are standards-setting organizations around the 



world. Get involved there, and help to set the standard because that gives you a say in 

what the standards will be. 

And the same thing politically, get involved, contact your elected representative, contact 

the people who aren't your elected representatives from other parties. It doesn't matter 

what the political affiliation is, it's a matter of education, especially if they see, oh, here's 

somebody who doesn't share my political views, has taken the time and the effort to get 

involved and help us understand what this is about. 

Get involved politically. Host, [or] organize community events, at the library, at the 

universities, at the schools, wherever you have an opportunity, or you can make an 

opportunity, have your voice heard.  

It took me a while to figure out that it's not that hard. You pick up the phone, you send 

some emails. People are very happy to spare the time to invite you in, to hear what you 

have to say, and it makes a difference. 

Get involved.  

Marko Paloski, ISOC Alumni: Thank you very much. Adrian, do you have anything to 

add?  

Adrian Alberdi, Cibervoluntarios Foundation: I don't think I can say anything better 

than what Sharon just commented, to be honest.  

Sharon Polsky, Privacy & Access Council Canada: And if anybody wants to get in 

touch with me after this, just go to the website for the Privacy and Access Council of 

Canada, it's pacc-ccap.ca. If there's any questions, I'd be happy to chat after. This has 

been lovely. 

Athanase Bahizire, ISOC YSG: My question was how we make sure that our voices, like 

as we talk like we speak, but how we make sure that whatever we advocate for putting, 

being put in place, and, when it comes to regulation, the regulations that coming from 

our advocacy relevant to the values that relevant to the users needs. 

Sharon Polsky, Privacy & Access Council Canada: Athenase, be involved. If you sit and 

talk with your family and your friends and your colleagues about these issues, and then 

say, "Oh, but... the law isn't what I wanted it to say," that's one situation. But, if you say, 

Family, friends, these are the issues and I am joining the committees, that I'm writing 

letters, I'm contacting the lawmakers to have my voice heard," so that they know.  

One other thing is, I know in Canada, and the United States, many European countries, 

the UK, the various, ministries and departments of government, sometimes the 

regulators, they put out a public invitation for consultation. They don't advertise it well, 



so you have to take the initiative to go onto their websites and maybe ask them, find out 

if they have a mailing list, so that they will notify you when there is a public consultation. 

They ask for public input. Take the time, write a response, and make sure that they hear 

what you have to say. It doesn't guarantee that your views will be incorporated, but if 

you don't, then you are guaranteed that your views won't be incorporated. Get involved.  

Marko Paloski, ISOC Alumni: Thank you for the answer. Mauricia, you have a 

comment? 

Mauricia Abdol Tshilunda, ISOC Alumni: Just very quickly. I really connected to what 

Sharon has just shared as a closing comments. Internet Society actually currently 

running a campaign called #SaveUSencryption, and I put in the chat, where you can sign 

the petition or where you can actually share the Twitter space conversation, you can 

literally just click on the link as well, go onto Twitter and reshare the conversation that 

our advocacy leads had on the encryption bills trying to be passed in the US. So, that's 

two concrete ways that you can get involved today, add your voice to advocating for 

encryption. That's all for my end.  

And then, thank you so much to everyone for joining, and I'll leave it over to Marko to 

say the final goodbye.  

Marko Paloski, ISOC Alumni: Yes, thank you very much, everyone, to the panelists, 

Sharon, Adrian, Saba, who is not here now, for your time, and, of course, sharing your 

experience and expertise here. Also, thanks to everyone who joined us, and open 

discussion with the comments, or with the questions. I hope that we need more of 

those kinds of things, but not just the meetings, but more like actions and stuff, that we 

are about to do, so we can get more encryption protection, and to fight to have good 

encryption, and also to all other things that are issues in the Internet space. And yes, I 

hope to see you all again in the next Internet Society webinar, when going to be, so 

thank you very much everyone for your time today. 

Enjoy the rest of the day, and see you next time. Bye, bye. 

  

https://bit.ly/saveUSencryption

